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Introduction                               

Computers, mobiles phones and other 

telecommunication devices using internet have 
reduced the distances between people along the 
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world and thus, every person anywhere around 
the globe can have the access to talk and discuss 
their feelings, enjoy social relations and well as 
expand professional set up by just adopting the 
latest version of technology (Daley et al., 2016; 
Cullen et al., 2017; Daudpota, 2017;Clemons 
and Banattar, 2018; Dadkhah et al., 2018; 
Damian, 2019;Smith et al., 2020; Solheid et al., 
2020). Today when we put a look around 
ourselves we find devices and machines 
everywhere which are the gift of technology and 
humans are very much dependent on the 
technology nowadays (Goel, 2016; Dzomira, 
2017; Feng et al., 2017; Frensh and Mulyadi, 
2018;Ferguson et al., 2019; Johnston and 
Cooper, 2020; Moe and Kalling, 2020).  

By the advent of technology, it has been 
frequently used in every field of life, due to 
which the security maintenance, data 
confidentiality, and privacy have become a 
challenge. More specifically the security of 
digital data has become difficult due to the 
increasing cybercrimes (Goodman, 1997; Holt, 
et al., 2015; Hashmi et al., 2016; Herald, 2016; 
Greer, 2017;Hollis, 2017; Hui et al., 2017; Hu et 
al., 2018;Hasinoff and Krueger, 2020). A 
cybercrime is said as unethical attempt by the 
hacker or the computer professional to breach 
data or misusing the confidential information of 
an organization or individual. The computer 
experts of professional make crimes by getting 
access to the users’ confidential data without 
permission. With the increasing use of 
technology in almost every field, the number of 
cybercrimes is becoming uncountable (Intravia 
et al., 2017; Keyser, 2017; Jiwoong at al., 
2018;ladanza et al., 2019; Issac, 2019; 
Iwasokun, 2019;Kisharwani et al., 2019; Jeffries 
and Apeh, 2020; Johnson and Manickavasagam, 
2020;Kapoor et al., 2020). Another concerning 
fact is that very few of the cybercrimes are 
reported worldwide and many of such crimes 
remain unreported. The experts get access to the 
companies or big corporations, confidential 
data, approach to their weakness via either 
website or other digital platform, and then 
misuse it (Khan et al., 2010; Kundi et al., 2014; 
Laeseke et al., 2020). 

Although the governments worldwide and the 

law enforcement agencies are working too hard 
to control the increasing number of cybercrimes 
but still a lot more is required to protect people 
from such dangerous minds (Mittal, 2012; 
Marcum and Higgins, 2019). Crime is the plague 
of society and not matter whatever steps are 
taken it cannot be stopped but still the 
governments always take steps for their control 
by enacting laws according to the nature of the 
offences (Nel and Burger, 2017; Mohamed, 
2019; Kim at el., 2020). Among various 
companies and organizations working all over 
the world have complained about such type of 
criminal activities including 30% loss in copy 
right agencies, 35% interference into personal 
information of the organizations, 12% financial 
loss, 23% harm to the networking statistics and 
many more (Truyens and Van Eecke, 2016; Van 
Baak and Hayes, 2018). Pakistan is one of the 
major users of technology in every field of life. 
Thus, Pakistan is also fallen prey  of cyber 
attacks. The existing law is not enough to coup 
with the prevailing circumstances. Hence, there 
is dire need of revamping of cybercrime law in 
Pakistan. United Kingdom has comprehensive 
legislation regarding cybercrimes. 
Consequently, cybercrime law of Pakistan may 
be revamped with comparison to United 
Kingdom.  

Statement of the Research Problem 

This research article  focuses on the existing 
legislation of cybercrime laws and its 
implementation mechanism in Pakistan and 
United Kingdom. Cybersecurity space of the 
above mentioned countries will be 
comparatively analyzed. Deficiencies in the 
cybersecurity laws and implementation system 
of Pakistan will be highlighted in comparison 
with that of UK. It will be discussed that what 
kind of cybercrimes are committed and how it 
will be curtailed through proper legislation and 
fruitful implementation. 

Significance of the Study 

This research study has a great significance and 
relevancy in the modern digitalized and online 
world. It will enable the readers to get 
knowledge about cybercrimes, cybersecurity 
laws and grievances agencies. The current 



Vol. 4. No. 01. (Jan-Mar) 2024                                                                                                       Page | 1325  
 

cybersecurity laws are  analyzed and a 
comprehensive plan of action has been  
suggested for a harmonized legislation in the 
mentioned countries, coupled with its 
implementation techniques, especially in 
Pakistan with comparison to UK. 
Recommendations are given for revamping of 
cybercrime law of Pakistan. At Policy level, it 
will also benefit the mentioned countries, 
especially Pakistan for effective legislation and 
implementation of cybersecurity laws in a better 
manner. 

Literature Review 

The notion ‘Cybercrime’ initially came into 
surface in famous science fiction novel 
“Neuromancer”, written by Will Gibson in the 
year 1985 (Lavigne, 2008). Due to its 
intermittent use in a variety of contexts, this term 
gained its entrance in the common lexicon 
(Jamil, 2006). In addition, Navneet K., stated 
that a crime is known as any punishable and 
illegal act by government or industries 
establishment, out of all of the multifold 
offences that take place frequently, the most 
practiced are that which are committed online as 
cybercrimes,(Navneet, 2018). Cybercrimes are 
increasing at accelerating momentum across the 
globe as a result fast growing technology and its 
use in all walk of daily business ant its 
vulnerability to online attacks due to weak 
safeguarding shield. The current implementation 
strategy, hardware, software and technology 
adopted by the law enforcement agencies for 
hunting of hackers, complex investigation and 
its eradication is outdated and inadequate for 
curbing novel forms of cybercrimes. Cyber-
criminal acts and cyber operations that 
constitute cyber war has same methods but with 
different motives and threshold. 

For specification of various types of virtual 
crimes different nomenclature techniques are 
adopted. The cyber-dependent crime and the 
cyber enabled-crime are the two explicit terms 
used by Gordon and Ford for specification of 
cybercrimes (Gordon, & Ford, 2002). The 
insertion of malicious and mischievous 
software, denial of service (DDOS), crimes 
encompassing hacking are cyber-dependent 
crimes, which are done by using computer or 

related window device. Online economic and 
social networking frauds comes under the 
category of cyber-enabled crimes, as these are 
preceding sort of crimes, committed in large 
scale and severity through internet (McGuire & 
Dowling,2013). Cybercrimes are further 
specified into three main categories by Navneet: 
the cybercrimes against persons (malware, 
computer sabotage, salami attacks, cyber 
stalking, cyber-defamation, spamming, 
phishing, email harassment), cybercrimes 
against property(logic bomb, Trojan horse, 
unauthorized intrusion, system hacking, cyber-
vandalism, cybersquatting, intellectual property 
crimes) and cybercrimes against organizations 
(mail bomb, virus attack, denial attack, 
password theft, hacking) (Navneet, 2018). Smith 
categorized cybercrimes as syntactic, semantic 
and blended (Smith, 2015). 

 The exclusively technical and self-replicating 
that the victim unintentionally opens, as mainly 
noted in ransomware attacks, are the synthetic 
crimes. Semantic crimes refer to social 
networking, while amalgamations of both are 
referred as blended crimes (Huff, Desilets, & 
Kane, 2010)  . Sometime the technique 
encompasses in the amalgamated crimes 
enumerate the attacker approaching the victim 
and presenting an answer  to a reasonable issue 
conclusively suitable that the victim on consent 
gives permission to financial and personal 
details to the hacker. In such situation, the 
attacker sold the personal details obtained from 
the victim and also use it in order to commit 
further online fraud. Virtual economies are at the 
stake of risk of cybercrimes. Victimization 
through cybercrimes has gained momentum in 
the last decade, especially in respect to harass 
online (Jones, Mitchell, &Finkelhor, 2013). 

Prevention of electronic crimes is an important 
aspect that must be deal to resolve the ever 
increasing issues related to technology and its 
uses. It is not so far when there was no concept 
of talking to people living far away from each 
other (Tim et al., 2017). However, with the 
passage of time and advancement in technology 
helped the people to listen the voices of their 
dear ones for their satisfaction and provided a 
peace to their hearts. Moving one step ahead, 
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revolution of internet globalized the world and 
shringkage of distances occurred (Vertes-
Olteanu, 2014;Stefan et al., 2020; Tonellotto, 
2020).  

Research Methodology 

The present study is related to social science that 
depicts the human behavior and life and thus, 
can be categorized as the qualitative (use of 
word and phrases) rather than quantitative (use 
of numeric digits) (Stauss and Corbin, 1998). 

In this research article the Qualitative Research 
Methodology has been applied. The existing 
cybersecurity laws, rules and regulations of 
Pakistan and UK are studied and textually 
analyzed. Cybercrimes data of  NCSC, NCA, 
UK’s National Fraud and Cybercrime Reporting 
Center, Scotland Yards and all other relevant 
agencies will be studied, compiled and analyzed. 
All the relevant technical and legal texts, books 
and journals are studied in-dept. Interviews of 
the jurists, prosecutors, relevant law 
enforcement authorities are conducted. Relevant 
research papers of the scholars are also analyzed 
and conclusion is adduced. 

Different Kinds of Cybercrimes 

Cybercrime refers to any criminal activity that is 
committed using computers, networks, or digital 
devices as the primary means of perpetrating the 
offense. It includes, Hacking and Unauthorized 
Access, Malware and Ransomware Attacks, 
Phishing and Social Engineering, Identity Theft 
and Fraud, Denial of Service (DoS) and 
Distributed Denial of Service (DDoS) Attacks, 
Cyber Espionage and State-Sponsored Attacks, 
Data Breaches and Information Leaks, 
Cyberbullying and Online Harassment, 
Financial Cybercrimes, Cyber Extortion, Child 
Exploitation, Cyberstalking, Cyberwarfare and 
Cyber Terrorism, Cyber Smear Campaigns, 
Data Manipulation and Tampering, 
Cyberbullying in Gaming, Insider Threats, 
Carding and Credit Card Fraud, Election 
Interference, Virtual Currency Theft, Online 
Scams and Phishing Schemes, Cyber Blackmail, 
Internet of Things (IoT) Exploitation, Cyber 
Espionage for Intellectual Property Theft, AI 
and Deepfake Exploitation, Unlawful Access to 
Sensitive Research Data.  

Cybercrime Laws in Pakistan 

Cybercrime laws in Pakistan have evolved over 
the years to address the growing threats and 
challenges posed by advancements in 
technology. The government of Pakistan 
recognizes the importance of combating 
cybercrime and has enacted several Acts and 
regulations to deal with various forms of cyber 
offenses. Let's delve into the key legislations 
related to cybercrime in Pakistan: 

1. The Pakistan Telecommunication (Re-
organization) Act, 1996 

The Pakistan Telecommunication (Re-
organization) Act, 1996 is an important 
legislation in Pakistan that addresses various 
aspects of telecommunications, including 
provisions related to cyber crimes. The Act was 
enacted to regulate and reorganize the 
telecommunication sector in the country and 
establish the Pakistan Telecommunication 
Authority (PTA) as the regulatory body for the 
industry. While the Act does not specifically use 
the term "cyber crimes," it contains several 
provisions that can be applied to offenses 
committed in the digital realm. Sections 31 and 
32 are relevant provisions relating to 
cybercrimes 

2. The Electronic Transactions Ordinance 
(ETO) 2002 

The Electronic Transactions Ordinance (ETO) 
2002 of Pakistan is a legislation that addresses 
various aspects of electronic transactions, 
including cyber crimes. It provides legal 
recognition and regulatory mechanisms for 
electronic communications, transactions, and 
records. The ETO aims to facilitate e-commerce, 
ensure the security and authentication of 
electronic transactions, and discourage cyber 
crimes. Several sections of the ordinance 
specifically deal with cyber crimes and their 
corresponding penalties. Sections 34 to 37 are 
relevant provisions.  

3. The Prevention of Electronic Crimes Act, 
2016 (PECA) 

The Prevention of Electronic Crimes Act, 2016 
(PECA) is a legislation enacted by the 
Government of Pakistan to address various 
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forms of cybercrime and electronic offenses. 
PECA was introduced to tackle the growing 
threats and challenges posed by cybercriminals, 
protect the rights of individuals in cyberspace, 
and provide a legal framework for investigating 
and prosecuting electronic crimes in the country. 
The Act consists of several sections that define 
offenses, penalties, and procedures for handling 
cybercrimes. Sections, 3 to 27 are relevant to 
cybercrimes. 

CYBERCRIME LAWS IN UNITED 
KIGDOM
  

Cybercrime has become a significant concern in 
the digital age, and the United Kingdom has 
implemented robust laws to address this 
growing issue. The UK has enacted several 
legislations and regulations specifically 
designed to combat cybercrime and protect 
individuals, businesses, and the overall security 
of the nation's digital infrastructure. Following 
is the key legislation on cybercrimes in UK; 

1. Computer Misuse Act 1990 

The Computer Misuse Act 1990 is a significant 
law in the United Kingdom that deals with 
cybercrime and unauthorized access to computer 
systems. It was enacted to address the growing 
concerns regarding the misuse of computers and 
to establish legal consequences for such 
activities. The act has since been amended and 
updated to keep up with advancements in 
technology and the evolving nature of cyber 
threats. 

The Computer Misuse Act 1990 is a piece of 
legislation in the United Kingdom that addresses 
cybercrime and unauthorized access to computer 
systems. It was enacted to protect computer 
systems and data from unauthorized access, 
modification, and misuse. The act defines 
various offenses and penalties related to 
computer misuse and provides a legal 
framework for prosecuting individuals involved 
in cybercrimes. Its relevant sections are 1 to 3. 

2. Police and Justice Act 2006 

The Police and Justice Act 2006 is an important 
legislation in the United Kingdom that addresses 
various aspects of law enforcement and criminal 

justice. While it does not specifically focus on 
cyber crimes, it contains provisions that are 
relevant to tackling offenses related to 
cybercrime. Sections 35 to 37,40 and 41 are 
relevant provisions. 

3. Serious Crime Act 2015 

The Serious Crime Act 2015 is an important 
piece of legislation in the United Kingdom that 
addresses a wide range of serious offenses, 
including cyber crimes. The act enhances the 
powers of law enforcement agencies to 
investigate and prosecute individuals involved 
in cyber criminal activities. It introduces various 
provisions aimed at combating cyber offenses 
and ensuring the security of individuals, 
businesses, and critical infrastructure in the 
digital age. 

Its relevant sections are 41, 42, 45 and 50. 

4. Communication Act 2003 

The Communication Act 2003 is legislation in 
the United Kingdom that addresses various 
aspects of electronic communication, including 
the regulation and prevention of cybercrimes. 
While the Act primarily focuses on the 
regulation of telecommunications networks and 
services, it contains provisions that are relevant 
to tackling cybercrimes. Its relevant sections are 
125 to 131. 

5. Fraud Act 2006 

The Fraud Act 2006 is a significant piece of 
legislation in the United Kingdom that deals 
with various types of fraudulent activities, 
including cybercrimes. This Act was introduced 
to replace the outdated legislation on fraud and 
to provide a comprehensive legal framework to 
tackle fraudulent behavior. The Act outlines 
specific offenses, provides definitions, and 
establishes penalties for individuals involved in 
fraudulent activities, including those conducted 
through cyberspace. Its relevant sections are 2 to 
11. 

6. Data Protection Act 2018 

The Data Protection Act 2018 (DPA 2018) is a 
comprehensive legislation in the United 
Kingdom that governs the protection and 
processing of personal data. It aligns with the 
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European Union's General Data Protection 
Regulation (GDPR) and provides a legal 
framework for data protection in the UK. While 
the DPA 2018 primarily focuses on data 
protection, it also contains provisions to address 
cyber crimes and ensure the security of personal 
data. 

In relation to cyber crimes, the DPA 2018 
includes several key provisions that aim to 
safeguard personal data from unauthorized 
access, data breaches, and other forms of cyber 
attacks. These provisions outline the obligations 
of organizations and individuals who handle 
personal data, as well as the rights of data 
subjects. Its relevant sections are 2, 67, chapter 
2 and chapter 3. 

Deficiencies in Prevention of Electronic 
Crimes Act, 2016 

Major deficiencies in the Prevention of 
Electronic Crimes Act 2016 of Pakistan are 
following: 

1. Vague Definitions and Ambiguous 
Terminology: The Prevention of Electronic 
Crimes Act 2016 suffers from several 
deficiencies in terms of its definitions and 
use of ambiguous terminology. Many 
critical terms, such as "cybercrime," "data," 
and "cyber-terrorism," are either 
inadequately defined or left open to 
interpretation. This lack of clarity creates 
confusion and leaves room for misuse and 
abuse of the law. 

2. Overbroad and Restrictive Powers: The 
Act grants extensive powers to law 
enforcement agencies, including the 
authority to conduct surveillance, intercept 
communications, and seize digital devices 
without adequate checks and balances. 
These powers can be easily misused and 
violate an individual's right to privacy, 
leading to potential harassment and abuse of 
power. 

3. Lack of Procedural Safeguards: One of 
the significant deficiencies of the Act is the 
absence of robust procedural safeguards to 
protect the rights of individuals accused of 
electronic crimes. The law allows for 

arbitrary arrests and extended pretrial 
detention. The absence of stringent 
safeguards increases the risk of wrongful 
arrests and undermines the fundamental 
principles of due process and fair trial. 

4. Lack of Clarity on Offenses and 
Penalties: The Act fails to provide a clear 
and comprehensive list of offenses, leaving 
room for subjective interpretation. The 
absence of specific definitions and 
guidelines can lead to inconsistencies in the 
application of the law and may result in 
arbitrary arrests and unfair treatment. 
Furthermore, the Act imposes 
disproportionately harsh penalties for 
certain offenses, which can be 
disproportionate and unjust. 

5. Inadequate Protection of Freedom of 
Expression: The Act contains provisions 
that can be used to curtail freedom of 
expression and suppress dissenting voices. 
Vague provisions on the prohibition of 
online content that is considered "obscene," 
"immoral," or "harmful to national security" 
can be misused to stifle legitimate speech 
and criticism. The lack of clear boundaries 
and safeguards for freedom of expression 
undermines democratic values and restricts 
the public's right to information. 

6. Insufficient Protection for 
Whistleblowers and Journalists: The Act 
fails to provide adequate protection for 
whistleblowers and journalists who expose 
corruption or wrongdoing through digital 
platforms. The absence of clear provisions 
to safeguard the anonymity and privacy of 
whistleblowers can deter individuals from 
coming forward, thus undermining efforts to 
combat cybercrimes and promote 
transparency. 

7. Inadequate International Cooperation: 
The Act lacks comprehensive provisions for 
international cooperation and coordination 
on cybercrime-related matters. Given the 
transnational nature of cybercrimes, 
effective collaboration with international 
law enforcement agencies is crucial. The 
absence of robust mechanisms for 
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cooperation hampers efforts to investigate 
and prosecute cybercriminals operating 
across borders. 

8. Limited Focus on Cybersecurity 
Measures: While the Act primarily focuses 
on criminalizing cyber offenses, it lacks 
adequate provisions to promote 
cybersecurity and protect critical 
information infrastructure. The Act falls 
short in addressing the need for preventive 
measures, such as promoting awareness, 
establishing effective cybersecurity 
frameworks, and encouraging public-private 
partnerships to enhance cybersecurity 
practices. 

Thus, the Prevention of Electronic Crimes Act 
2016 of Pakistan has significant deficiencies that 
undermine its effectiveness and potential for 
misuse. The vague definitions, overbroad 
powers, lack of procedural safeguards, and 
inadequate protection of fundamental rights 
raise concerns about privacy, freedom of 
expression, and due process. To ensure the 
proper protection of citizens' rights and effective 
response to cybercrimes, it is crucial to address 
these deficiencies and bring the law in line with 
international standards and best practices. 

Need For Revamping of Cybercrime Laws in 
Pakistan 

Cybercrime has emerged as a significant threat 
in the digital age, and Pakistan, like many other 
countries, is grappling with the challenges it 
presents. However, the existing cybercrime laws 
in Pakistan are outdated and inadequate, 
necessitating a revamp to effectively combat 
cyber threats. A comparative analysis with the 
cybercrime laws of the United Kingdom 
highlights the pressing need for Pakistan to 
update its legislation in this area; 

Cybercrime Landscape in Pakistan 

I. Lack of Greviencess Redressal Forum 
Adequately 

 The rapid advancement of technology and 
widespread internet usage has made Pakistan 
vulnerable to cybercrimes such as hacking, 
identity theft, online fraud, and cyberbullying. 
The current laws in Pakistan fail to adequately 

address these emerging threats, leaving 
individuals, businesses, and the overall 
cybersecurity infrastructure exposed. 

II. Outdated Framework: Pakistan's primary 
legislation governing cybercrime is the 
Prevention of Electronic Crimes Act (PECA) 
2016. However, this law fails to encompass 
various cybercrimes and lacks specific 
provisions to deal with emerging threats like 
crypto currency-related crimes, ransomware 
attacks, and data breaches. 

III. Incomplete Jurisdiction: The jurisdictional 
limitations of current laws make it difficult to 
prosecute cybercriminals effectively. The 
absence of extraterritorial jurisdiction hampers 
the investigation and prosecution of cross-
border cybercrimes, hindering international 
cooperation. 

IV. Insufficient Penalties: The penalties 
prescribed under the existing legislation are 
often lenient and fail to act as effective 
deterrents. Cybercriminals can exploit this 
weakness, knowing that the consequences for 
their actions may not be severe enough to 
discourage them. 

V. Inadequate Procedural Mechanisms: The 
procedural mechanisms for investigating and 
prosecuting cybercrimes in Pakistan need 
improvement. Law enforcement agencies lack 
specialized training and resources, resulting in a 
slow and ineffective response to cyber threats. 

VI. Lack of Specialized Law Enforcement 
Agency: There is no specialized law 
enforcement agency to deal with cyber crimes in 
Pakistan. The role has been given to the Cyber 
Crime Unit of FIA, however, which is 
ineffective. 

 2. Cybercrime Laws in the United Kingdom 
in Contrast 

 The United Kingdom has recognized the 
importance of robust cybercrime legislation and 
has taken significant steps to address this issue. 
The UK's primary legislation, the Computer 
Misuse Act 1990, has been periodically updated 
to keep pace with technological advancements 
and emerging cyber threats. 
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I. Comprehensive Scope: The UK legislation 
covers a wide range of cybercrimes, including 
unauthorized access to computer systems, data 
interference, and the creation and distribution of 
malware. This broad coverage ensures that new 
and emerging cybercrimes are adequately 
addressed. 

II. Extraterritorial Jurisdiction: The UK laws 
provide extraterritorial jurisdiction, allowing 
authorities to investigate and prosecute 
cybercriminals even if the offenses are 
committed outside the country. This facilitates 
international cooperation in combating 
cybercrime. 

III. Strict Penalties: The United Kingdom 
imposes strict penalties for cybercrimes, 
including imprisonment and hefty fines. These 
penalties serve as effective deterrents, 
discouraging potential offenders and protecting 
the interests of individuals and businesses. 

IV. Specialized Law Enforcement Units: The 
UK has established specialized law enforcement 
units, such as the National Cyber Crime Unit 
(NCCU), to combat cybercrimes effectively. 
These units receive specialized training and 
possess the necessary expertise to investigate 
and respond to cyber threats promptly. 

The comparison with the cybercrime laws of the 
United Kingdom underscores the urgency for 
Pakistan to revamp its legislation. By 
modernizing its cybercrime laws, Pakistan can 
address the gaps in its legal framework, expand 
the scope of cybercrimes covered, enhance 
penalties to deter offenders, establish 
extraterritorial jurisdiction, and provide law 
enforcement agencies with specialized training 
and resources. These measures will strengthen 
Pakistan's ability to combat cyber threats 
effectively and protect its citizens, businesses, 
and national security in the digital age. 

 CONCLUSION 

To sum up it is inferred that, in today’s modern 
world technology has reshaped day to day 
routine work and interactions of humans. 
Internet is used in every field including 
education, business, banking, health, defense 
etc. Billions of people are using computers, 

laptops, android devices, mobile phones and 
interact with each other online. One hand 
technology has made life easily, while on the 
other hand online business, digital transactions 
and privacy of people are at risk in the hands of 
cyber criminals. Cybercrimes are increasing day 
by day across the globe. Pakistan has also been 
attacked by hackers frequently. In order to 
combat cybercrimes, various laws have been 
codified. Prevention of Electronic Crimes Act, 
2016 is the main legislation on cybercrimes.  
However, there are various loopholes in the 
existing cybercrime laws of Pakistan. On the 
other hand, United Kingdom has done very 
comprehensive legislation to combat 
cybercrimes. In this research paper cybercrime 
laws of Pakistan and United Kingdom have been 
discussed in detail. Major deficiencies in 
cybercrimes laws of Pakistan have been 
highlighted, including using of ambiguous 
terminologies, restrictive powers, limited scope, 
no proper safeguard for witness and 
whistleblowers, no clarity of offences and its 
penalties etc. It has been discussed that how 
cybercrimes laws of Pakistan may be revamped 
in light of comparison of cybercrimes laws of 
United Kingdom. It has been suggested that 
cybercrime laws of Pakistan can be revamped by 
enhancing cyber incident response, 
collaboration with international partners, 
capacity building programs, strengthen data 
protection laws, improved oversight 
mechanisms, encryption policies, expedited 
cybercrime investigation, international 
cooperation in investigations and public 
awareness and digital literacy programs. 

SUGGESTIONS 

Based on previous discussion in research thesis, 
following are some of practical suggestions for 
revamping of cyber crime laws in Pakistan; 

I. Strengthening Cybersecurity Measures 

1. Establishment of Specialized National 
Cyber Crime Agency: There is dire need of 
establishing a specialized National Cyber 
Crime Agency for effective implementation 
of cyber crimes laws and investigation of 
cyber crimes. Only through a specialized 
National Cyber Crime Agency, it can 
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effectively investigate and prosecute cyber 
criminals, enhance cyber security measures 
and provide support to both public and 
private sectors. 

2. Enhancing Cyber Incident Response: 
Establish a dedicated national cybersecurity 
incident response team to effectively handle 
and respond to cyber incidents promptly. 
This team should consist of experts from 
relevant government agencies and the 
private sector. 

3. Collaboration with International 
Partners: Foster stronger collaboration 
with international cybersecurity 
organizations and law enforcement agencies 
to share information, best practices, and 
intelligence related to cyber threats. This 
collaboration will help Pakistan stay 
updated on emerging cyber threats and 
adopt effective countermeasures. 

4. Capacity Building Programs: Invest in 
comprehensive cybersecurity training 
programs for law enforcement agencies, 
judges, prosecutors, and relevant 
stakeholders to enhance their understanding 
of cybercrime investigation techniques, 
digital forensics, and legal procedures. 

II. Protection of Digital Privacy and Data 
Protection 

1. Strengthen Data Protection Laws: 
Introduce comprehensive data protection 
legislation to safeguard the privacy and 
personal information of individuals. This 
legislation should outline clear guidelines 
for data collection, storage, and processing, 
and establish penalties for unauthorized 
access or misuse of personal data. 

2. Improved Oversight Mechanisms: 
Establish an independent regulatory body to 
oversee the implementation and 
enforcement of data protection laws. This 
body should be responsible for conducting 
regular audits, investigating data breaches, 
and imposing fines or penalties on non-
compliant entities. 

3. Encryption Policies: Promote the use of 
strong encryption methods to protect 

sensitive data from unauthorized access. 
Encourage collaboration between the 
government and technology companies to 
develop secure encryption standards that 
strike a balance between privacy and 
security. 

III. Strengthening Legal Framework and Law 
Enforcement Capabilities 

1. Clear Definitions and Classifications: 
Clarify and expand definitions of 
cybercrimes, including offenses such as 
hacking, data theft, identity theft, 
cyberbullying, and online harassment. 
Clearly classify these offenses and establish 
appropriate penalties based on the severity 
of the crime. 

2. Expedited Cybercrime Investigation: 
Streamline the process of cybercrime 
investigation by establishing dedicated 
cybercrime units within law enforcement 
agencies. These units should be equipped 
with the necessary technological resources 
and trained personnel to conduct swift and 
efficient investigations. 

3. International Cooperation in 
Investigations: Strengthen mechanisms for 
international cooperation in cybercrime 
investigations. Develop agreements and 
protocols with other countries to facilitate 
the exchange of evidence, extradition of 
offenders, and joint operations against 
transnational cybercriminal networks. 

IV. Protection of Freedom of Expression and 
Digital Rights 

1. Clear Guidelines for Content Removal: 
Establish clear guidelines for the removal of 
online content to ensure that it is based on 
valid legal grounds and respects the 
principles of freedom of expression. 
Implement a transparent process for content 
takedown requests, with the involvement of 
an independent oversight body. 

2. Safeguard Against Online Censorship: 
Prohibit arbitrary censorship of online 
content that may infringe upon the 
fundamental rights of individuals. 
Implement mechanisms to challenge and 
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review decisions regarding content removal 
or blocking. 

3. Public Awareness and Digital Literacy 
Programs: Launch public awareness 
campaigns and digital literacy programs to 
educate citizens about their digital rights, 
responsible online behavior, and the 
potential risks associated with cybercrime. 
These programs should target both children 
and adults and include guidelines on safe 
internet usage. 

By implementing these comprehensive 
measures, Pakistan can revamp the Prevention 
of Electronic Crimes Act 2016 (PECA) to 
effectively address emerging cyber threats, 
protect digital privacy and data, strengthen the 
legal framework, and safeguard the fundamental 
rights of individuals in the digital realm. 
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